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Next 
Roundtable

Tabletop Ransomware Simulation: Are you 
prepared?

Guest Speaker: Wes Spencer, CISO

Perch Security, former Chairman of FS-ISAC

with Mike Burgard and Jon Roberts

December 10, 2020 12:00 PM – 1:30 PM CT

www.marconet.com/events/tabletop-
incident-response

https://www.marconet.com/events/tabletop-incident-response
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Agenda

What We See

Deep Dive

Taking Action
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Cybersecurity Framework
NIST Cybersecurity Framework

 ASSET 
MANAGEMENT

 BUSINESS 
ENVIRONMENT

 GOVERNANCE

 RISK ASSESSMENT

 RISK MANAGEMENT 
STRATEGY

 ANOMALIES & 
EVENTS

 SECURITY 
CONTINUOUS 
MONITORING

 DETECTION 
PROCESSES

 RESPONSE 
PLANNING

 COMMUNICATIONS

 ANALYSIS

 MITIGATION

 IMPROVEMENTS

 RECOVERY 
PLANNING

 IMPROVEMENTS

 COMMUNICATIONS

 ACCESS CONTROL

 AWARENESS & 
TRAINING

 DATA SECURITY

 INFO PROTECTION 
PROCESS & 
PROCEDURES

 MAINTENANCE

 PROTECTIVE 
TECHNOLOGY

 The NIST Cybersecurity Framework consists of standards, guidelines, and best practices to manage cybersecurity-related risk.
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Top Attacks 
in 2020

Phishing & Business 
Email Compromise

Up 650% since the 
start of COVID-19

RDP Exploits Resurgence of older 
vulnerabilities

Ransomware with Exfiltration of 
Data

Work from Home 
Exploits

all of the above made 
easier plus more!
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Not a great 
outlook…

53% of 
attacks occur 
undetected.

01
Only 9% of 
alerts are 
correlated by 
SIEMs.

02
67% of data 
loss breaches 
are missed.

03
80% of tools 
are underused 
at default 
settings.

04

Source: FireEye/Mandiant 2020

On average
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Reality of Cyber Attacks

Source: IC3.gov
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Marco 
Security 
Response
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Why Security Controls Matter
During an incident with no security controls Few days later with controls in place

Before
Is this you today?

After
Or is this you today?
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Rising cost 
of an 
incident…

Above costs are averaged for a 
200-250 employee company in 2020

** This is not representative of all costs.

Incident Response Firm $50-150K

Ransom $175K (Often start much higher)

Incident Recovery 
Services

$200K+

Recovery Equipment Varies - $25-300K not uncommon

Legal Services $25K

Downtime Cost per hour down varies
Average to partial recovery is 72 
hours, weeks for full recovery

Cost without Cyber 
Insurance

$450K – $850K+

Cost with Cyber 
Insurance

Deductible plus overages or 
coverage gaps… NOT ZERO!
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Reality of Phishing

Phishing Leads to:
Business Email Compromise (BEC)

Corporate Account Takeover (CATO)

Consequences:
Circle of influence is at risk

Wire Fraud

Intellectual Property and Protected Information

Ransomware (Extortion and Exfiltration)

Reputation Damage

Required Reporting

Loss of Employment



© Marco 2020. All rights Reserved. Confidential.

Examples
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Examples

Bad guys use good things…

?

?
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Reality of Ransomware

Ransomware Reality:
Ransomware is significantly on the rise 
again

Time is critical, but containment and 
forensics take time

Ransomware often exfiltrates data

Consequences:
Inability to operate

Loss of business

Significant financial impact (even with insurance)

Reputation damage

Bankruptcy
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Examples
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What to Expect
Fear, Uncertainty, Doubt 
– Panic!

Lack of preparedness –
what are next steps?

Your Cyber Insurance 
will help you, 
correctly. Use them!

Containment and 
Recovery will not go as 
fast as you want.

Your response process 
and technologies may 
deviate from the plan.

Legal involvement. Use 
Breach Counsel 
provided by cyber 
insurance.

Your business will be 
different than pre-
incident.

Overtime, lack of sleep, 
and burn out.

Know your terminology. 
Do not use the word 
“Breach”.
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What do I do 
about it? 

Assess – Know your risks, posture, and maturity 
level

Have a Plan (Incident Response, Business 
Continuity, DR, Insurance, Know who to call)

Test your plan – Tabletops, Walkthroughs, 
Simulations

Mature – Establish security targets and 
improvements as part of business plan

Repeat – Re-assess periodically as technology 
and risks change over time
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stay connected.            @marcotechnology              facebook.com/marcoculture




