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Next
Roundtable

Tabletop Ransomware Simulation: Are you
prepared?

Guest Speaker: Wes Spencer, CISO

Perch Security, former Chairman of FS-ISAC
with Mike Burgard and Jon Roberts

December 10, 2020 12:00 PM - 1:30 PM CT



https://www.marconet.com/events/tabletop-incident-response

@ What We See

Deep Dive

Taking Action
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IDENTIFY PROTECT DETECT RESPOND RECOVER

=  ASSET = ACCESS CONTROL # ANOMALIES & RESPONSE # RECOVERY
-MANAGEMENT

I T EVENTS PLANNING PLANNING

= BUSINESS TRAINING # SECURITY # COMMUNICATIONS # IMPROVEMENTS
ENVIRONMENT CONTINUOUS
# DATA SECURITY MONITORING # ANALYSIS -COMMUNICATIONS

" GOVERNANCE INFO PROTECTION

. - - MITIGATION
= RISK ASSESSMENT PROCESS & EEE%CETS'SSS

PROCEDURES - IMPROVEMENTS

= RISK MANAGEMENT

STRATEGY MAINTENANCE

EE) PROTECTIVE
TECHNOLOGY N Isr

National Institute of
Standards and Technology
U.S. Department of Commerce

Maarco:

= The NIST Cybersecurity Framework consists of standards, guidelines, and best practices to manage cybersecurity-related risk.
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Top Attacks

in 2020
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2%
Ly

Phishing & Business
Email Compromise

RDP Exploits

Ransomware

Work from Home
Exploits

Up 650% since the
start of COVID-19

Resurgence of older
vulnerabilities

with Exfiltration of
Data

all of the above made
easier plus more!
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Not a great
outlook...

On average

01

53% of
attacks occur
undetected.

Source: FireEye/Mandiant 2020




2019 CRIME TYPES 2019 Crime Types Continued

By Victim Loss

By Victim Count
Crime Type Crime Type

Crime Type Victims Crime Type

BEC/EAC $1,776,549,688 Employment $42,618,705

Phishing/Vishing/Smishing/Phd 114,702 Lottery/Sweepstakes/Inheritance

: E : Confidence Fraud/Romance $475,014,032 Civil Matter $20,242,867
Non-anmenUNon-Del:vew 01,832 SNatRpOIn 5,97 Spoofing $300,478,433 Harassment/Threats of  $19,866,654
Extortion 43,101 Investment 3,999 Viclonos
Personal Data Breach 38,218 IPR/Copyright and Counterfeit 3,892 Investment $222,186,195 Misrepresentation $12,371,573
Spoofing 25,789 Malware/Scareware/Virus 2,373 Real Estate/Rental $221,365,911 IPR/Copyright and $10,293,307
BEC/EAC - 23,7 Ransomware 2,047 . Counterfeit
Confidence Fraud/Romance 19,473 Corporate Data Breach 1,795  Non-Payment/Non-Delivery 5196563" Ransomware $8,965,847
Identity Theft 16.053 Denial of Service/TDoS 1353 Identity Theft $160,305,789 Denial of Service/TDoS $7,598,198

1 ; b : : " Government Impersonation $124,292,606 Charity $2,214,383
Harassment/Threats of Violence 15,502 Crimes Against Children 1,312
ik, Personal Data Breach $120,102,501 Malware/Scareware/ $2,009,119
Overpayment 15,395 Re-shipping 929 Virus
Advanced Fee 14,607 Civil Matter 908  Credit Card Fraud $111,491,163 Re-shipping $1,772,602
Employment 14,493 Health Care Related 657 Extortion $107,498,956 Gambling $1.458,118
Credit Card Fraud 14,378 Charity 407 Advanced Fee $100,602,297 Health Care Related $1,128,838
Government Impersonation 13,873 Gambling 262 ) Other $66,223,160 Crimes Against Children $975,311
Tech Support 13,633 Terrorism Phishing/Vishing/Smishing/Pharming $57,836,379 Hacktivist $129,000
Real Estate/Rental 11,677  Hacktivist 39 ?:;“"g::‘;’;: :gﬁ-gi?-g;g . 900
ity 10,842 Corporate Data Breach $53,398,278
Lottery/Sweepstakes/Inheritance $48,642,332
Source: IC3.gov
MaQrce:
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Why Security Controls Matter

During an incident with no security controls Few days later with controls in place

Fulscreen Share Cione Edt =
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After

Before o
Is this you today? Or is this you today?
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Incident Response Firm | $50-150K
Ransom $175K (Often start much higher)
Incident Recovery $200K+
Services
- - Recovery Equipment Varies - $25-300K not uncommon
RI s I n g COSt Legal Services $25K
Downtime Cost per hour down varies
O a n Average to partial recovery is 72

hours, weeks for full recovery

i n C i d e nt EEN Cost without Cyber $450K — $850K+

Insurance
Above costs are averaged for a Cost with Cyber Deductible plus overages or
200-250 employee company in 2020 Insurance coverage gaps... NOT ZERO!

** This is not representative of all costs.
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Phishing Leads to:

Business Email Compromise (BEC)
Corporate Account Takeover (CATO)
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Consequences:

Circle of influence is at risk

Wire Fraud

Intellectual Property and Protected Information
Ransomware (Extortion and Exfiltration)
Reputation Damage

Required Reporting

Loss of Employment
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¥« - Quote Request812

<

L I
®

To @ Undisclosed recipients:

Doc812.pdf
31KB

Hello
Please provide quotations according to our Quotation Request attached. | will be waiting for your response

Kind Regards

mar Cco-
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Examples

il You Have A New Audio Message X + - o X
y o wwwm I i
Heres the document that Sha ed w“:h = ? & # https://newszap-my.sharepoint.com/personal/ykirksey_newszap_com/_layouts/15/WopiFrame.... ¥ ’ H
@ This site uses cookies for analytics, personalized content and ads. By continuing to browse this site, you agree to this use.
Learn more

This link will work for anyone.

ua OneNote Online Guest Contributor

DY ACRAFIIL K1 S @rin @uo mocnmor | noicros o

= You Have ANe.. O 3 m
? » You Have A New Audio Message
. You Have A New Audio M... S

Tuesday, July 2,2019 3:13 PM

Sender will be notified when you open this link for the first time.

Microsoft respects your privacy. To learn more, please read our Privacy Statement.
Microsoft Corporation, One Microsoft Way, Redmond, WA 98052

LISTEN TO FULL MESSAGE HERE

Bad guys use good things... : :




o A,

Ransomware Reality: Consequences:

Ransomware is significantly on the rise Inability to operate
again Loss of business
Time is critical, but containment and Significant financial impact (even with insurance)

forensics take time

Ransomware often exfiltrates data Reputation damage

Bankruptcy

mar Cco-
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Examples

File Edit Format View Help

Hi!
Your files are encrypted.
A11 encrypted files for this computer has extension: .fa30d

If for some reason you read this text before the encryption ended,

this can be understood by the fact that the computer slows down,

and your heart rate has increased due to the ability to turn it off,

then we recommend that you move away from the computer and accept that you have been compromised,

rebooting/shutdown will cause you to Tose files without the possibility of r'ecover'ﬁ and even god will not be able to help you,
it could be files on the network belonging to other users, sure you want to take that responsibility?

our encryption algorithms are very strong and your files are very well protected, you can't hope to recover them without our help.

Do not try to recover your files without a decrypt program, you may damage them and then they will be impossible to recover.

We advise you to contact us as soon as possible, otherwise there is a possibility that your files will never be returned.

TeZlOKucvM4 /UMdFgSxtROL1+eL11WettSWxMsedw]T+LpOUMY
SXUmU7+RUA5KenynCDaGOTCsoqI8XNLaoksocjk9BU7U8gbzR T
owsuCVKUvVLdjh8r73J0o0gROpk1Kc938cr7TjG7sBShNSg23jGezZ
At/CRkt36bozEfHiwdigTRUkY7caoZtyHKRzyQmFjeJF+Nc+EN
071kHY9D1gaP231ZIOXc67POR3ICNTRIFICQpZrwf3IUuOtMHye
Tz1iI9ygRg2a4R0Oy9UY1 twiySouvDSwdFO=}

14

The only way to get your files back is to cooperate with us and get the decrypter program. FTE

|7 | images.

Hame Share View

For us this is just business and to prove to you our seriousness, we will decrypt you some files for free, . * X —T e
but we will not wait for your letter for a long time, mail can be abused, we are moving on, hurry up with the decision. | £
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Don't forget to include your code in the email: I =
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Fear, Uncertainty, Doubt
— Panic!

Containment and
Recovery will not go as
fast as you want.

Your business will be
different than pre-
incident.
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Lack of preparedness —
what are next steps?

Your response process
and technologies may
deviate from the plan.

Overtime, lack of sleep,
and burn out.

Your Cyber Insurance
will help you,
correctly. Use them!

Legal involvement. Use
Breach Counsel
provided by cyber
insurance.

Know your terminology.
Do not use the word
“Breach”.
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What do | do

about it?
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Assess — Know your risks, posture, and maturity
level

Have a Plan (Incident Response, Business
Continuity, DR, Insurance, Know who to call)

Test your plan — Tabletops, Walkthroughs,
Simulations

Mature — Establish security targets and
improvements as part of business plan

Repeat — Re-assess periodically as technology
and risks change over time
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stay connected. y@marcotechnology ‘ facebook.com/marcoculture






